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Authentication Flow
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Authentication Types

=

e Lifinsigauaaau (No Authentication)
e nsngausnulalysianu (Authentication by Passwords)
e nsgausnulagly PIN (Authentication by PIN)

[ msﬁgﬂﬁﬁ’mﬂﬂﬂi‘ﬁ Password Authenticators %38 Tokens (Authentication by

Password Authenticators or Tokens)

o nsigaUdnulaglddnuuzianiznetinmYauiazyAna (Authentication by

Biometric Traits)
o msigaiinulasldsiaruilfifsinsaden (One-Time Password: OTP)
e nsiglfInulasnsisalaeldnauaas1sae (Public-key Cryptography)
e msigaUdlnulaensldanedudidnnsalind (Digital Signature)

e n1sgaUsnulagldnIsanu - nau (Zero-Knowledge Proofs)



Authentication Types

No Authentication
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Authentication Types

Authentication by Passwords
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Password:

twitterd

Username Password m

Need to access the regular Facebook
site?



Authentication Types | ®o¢¢
Authentication by PIN | ©
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Authentication Types

Authentication by Password Authenticators or Tokens

® Authenticator 158 Token LWugSALISALAYNLITASS "SHARN U
Waguluasla (Dynamic Password)"

® almsua
msigeusmuuuudilasialngduegivaniunisal

(Event-synchronous authentication)

N sWgaudIuLUURlATUalne e ULIa)

(Time-synchronous authentication)
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Authentication Types

Authentication by Password Authenticators or Tokens

o msilgoimuuvuiinsialaeduagiuaniunizal
(Event-synchronous authentication)
= {l¥9zAvINm Token Welvi Token a¥1asoiarinu
« shevanuldasluredy woiihgssuy

o msigalimuuvudilandalaeiuegivim,
(Time-synchronous authentication)
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Authentication Types | eee

Authentication by Password Authenticators or Tokens

® o:islasid
o 35pawedlUdudsniies nuuEsWIesnards Challenge String w1l
o Tdaslu Token Mglunang Token agvinn1sAUINT AR

o hsiautiuldaslulasuiiangseuy

A19819 Authenticators %58 Token




Authentication Types

Authentication by Biometric Traits

® LAUNANTIUNTININ
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Authentication Types

Authentication by Biometric Traits

® {3IIVARUNANFIUNIFININ
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Lazds1e Template
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Authentication Types
One-Time Password (OTP)

Challenge String ndusnln

® nTul¥Irn Challenge String wazsadunileg

T luiwgsiendula Response
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® AwrtunauluFudsWiies  vinn1sasId@auAINN LTI USeU
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User

Request

Challenge String

(Hash(Secret+Challenge))Response

Accept

Server




Authentication Types
Public-Key Cryptography
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o Usznaulumenyua 2 wila Arssldaiuauslunisiinsiauwas
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aue nIunsellamale
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Public-Key Cryptography

e aquenyu oL,
.................. “ rigoadcpnoai
............. - nuEyEnLNeaNY

plaintext ciphertext
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Authentication Types
Public-Key Cryptography

® n15Uszenalylun1siigansinu (Authentication)
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Public-Key Cryptography

ciphertext plaintext
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Authentication Types
Digital Signature
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2. nisldnuadiududsiatoya  wunedsinddsliasansdiu
AIMDa  JUgNNALLA TUAINITAVIINITATIAADUA IUN QYHA

Authentication Types
Digital Signature
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Authentication Types
Digital Signature

3. MInTadeuteyaigndanandasautuaidludiugiu
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Authentication Types

Zero-Knowledge Proofs
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n1sigauinulagldsianu

nsigauinulagly PIN

Authentication Types
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nsigafnulagly password
authenticators 158 tokens WUUT4
lAsua

nnsigausnumulaely password
authenticators 138 tokens WUUDY
FalAsud

Authentication Types
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nsiigaudmulaglidnuaziany
NNYINTNVBIUFRLYAAS

N157gausInulagds One-Time

Password
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Authentication Types
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Authentication Types
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Inslamaalun1siigainnu

(Authentication Protocol)

® Secure Socket Layer (SSL)
® Secure Shell (SSH)

® Internet Security (IPSEC)

® Kerberos




Authentication Protocol
Secure Socket Layer (SSL)

® Secure Sockets Layer (SSL) doldlulnslnasaszau
LWONWaLATUAD Hypertext Transfer Protocol (HTTP)

e ssL vinlWiAnnsdeansedavasadesznindlaaidudinay
F5es lneniseyyInliinseuiunsiigadmnusIniunsiy
IUABLFUATAOAFINTUNITINYIANYNADIVITBYALAL NS
[dswateyaiiodesdunnundudiuiiseninsnnsdeansdoya



Authentication Protocol
Secure Socket Layer (SSL)

a 4 A 1 gj 1 [ gj =
® NSTUIUNITIUANSISUAUNITEDAISNIUTY SSL kUil 4 JunouAe

Client Hello

> Establish Protocol Version, Session ID,
@ Server Hello Cipher Suite, Compression Method
<« Exchange Random Values
Certificate

<<€

Certificate Request Optionally Sent Server Certificate
< and Request Client Certificate

Server Hello Done
<<€

Certificate

Certificate Verify

> Send Client Certificate Response
If Requested
>

Change Cipher Spec

>
Finished
> | Change Cipher Suit and Finish
@ Change Cipher Spec HandShake
<€
Finished
<€

Client Server



Authentication Protocol
Secure Socket Layer (SSL)

Tunau 1 : Usznayaisnisidnsia lawad uavaneifuninead
afuanuvasiilaaduduasiinines

- s siandudsinesuaslaadudatiuanuy mneausyy
nsdea1s (Session identifier) sauAeIfn1sdusadoya

URBY 2 : N15NgatinuvadsHasalaadus
- laadudagyinisnsiaaeu Certificate AURLIUSNTT Certificate
Authority tiWegudumnugnaeves  Certificate voudsuies



Authentication Protocol
Secure Socket Layer (SSL)
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Authentication Protocol
Secure Shell (SSH)

(~4 a oA v a 6 v <
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2798 LAaZiNISI1SEN1SERd1S ASINUYNUAUNITAREISLUU

NLYU Telnet %59 R Utilities 1Ju@y

NISWNSHALUY Public key
nsasslaaas

N1SUSAAMENYLAANNINT

nsUvandeya

RSA
MD5, CRC-32

3DES, IDEA, ARCFOUR, DES

zlib

DSA, DH
MD5, SHA-1

3DES, Blowfish, Twofish,
CAST-128, IDEA, ARCFOUR

zlib



Authentication Protocol
Secure Shell (SSH)

Client Server
/I 1

Establish TCP Connection

SSH-protoversion-softwareversion

Y

Identification String
Exchange SSH-protoversion-softwareversion

A

SSH_MSG_KEXINIT

Y

Algorithm Negotiation
SSH_MSG_KEXINIT

A

Key Exchange

SSH_MSG_NEWKEYS

Y

End of Key
Exchange SSH_MSG_NEWKEYS

A

SSH_MSG_SERVICE_REQUEST

Y

Service Request




Authentication Protocol
Secure Shell (SSH)

o nsSudunisinsedaansauinsinaea SSH Hulumutunauy
aqulalu
1. lpaudsuaunesturesinslanea SSH uwidsnnes a1ld SSH
nestuRstudedeasiuls
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Authentication Protocol
Internet Security (IPSEC)

® IPsec Judiuinwe1svey Internet  Protocol (IP) Iuﬂgﬂ
nslapea TCP/IP WauiorJudunilivesnnsgiues IPv6

® |Psec lolnslamana 2 quﬁ’ej Authentication Header (AH) Lag

Encapsulated Security Payload (ESP)

® 5p35UNsgIUMmU(Authentication) N15INWIAIUYNABDIVDS
Jaya  (Integrity) wagn133nwANdy (Confidentiality) Tu

v
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Authentication Protocol
Internet Security (IPSEC)

e nsldnuansadenlylnasiguuuy

Transport Mode

Original Packet

Tunnel Mode

IP AH TCP Data
IP TCP Data
IP AH IP TCP Data

T

New IP Header



Authentication Protocol
Internet Security (IPSEC)

® Transport mode Wanzveyavadnsinnes IP FaazUsenau
é’w%uﬂa*‘uaﬂ%’ju Transport (TCP %58 UDP) uazdunenmnalaty
Tneviislnslnaoa AH LLazLﬁmﬁﬁaaﬂaﬁlu P AulAMNzENaI
UIM991U IPsec

® Tunnel mode LJunstnA@IULANLANANNINUANIATOUME P
nslapeayalumimdulunugalnslanoa 1Psec dunalaaind
NSRS 1P waz AH W lUgeniuiningaLs



Authentication Protocol
Internet Security (IPSEC)

® AH %158 Authentication Header ﬁwwﬁﬂﬁ%’ﬂmmmgﬂﬁawm
P A1RLATH Len1sAIwIn HMAC Auvn 1P A1swn s

Next Payload

Header Length Reserved

Security Parameter Index (SPI)

Sequence Number (Replay Defense)

Hash Message Authentication Code




Authentication Protocol
Internet Security (IPSEC)

® ESP %38 Encapsulated Security Payload @ nsusnwining
anaeasiniialaeld HMAC uwazn1snsiasiung

Security Parameter Index (SPI)

Sequence Number (Replay Defense)

Data
. Padding Next
Padding Length Header

Hash Message Authentication Code




Authentication Protocol

Kerberos
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® 33UU Kerberos U3nNauduUNEdIaIUNanAa
Ticket Tddwmsunsiigatmnuvelyluseuunasnsinsiateys

Authenticator lglunisnsiaaeu Ticket Indugldawaeaiuild
Ticket 1Uuluiinmadngssuunasidudldnssuvasialiegiagn

AD9
a6 ¢ 1 =\ v =
® Kerberos Wsni295 Aa09d21uUsN15 UM ITUAD

Authentication service (AS) duiunisigauidinuvesldiv
Kerberos @SWinasnaun1silgusnisg

Ticket Granting Service (TGS) Juusnnsfiean Ticket Lﬁaﬁlﬁféﬂ%
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Authentication Protocol

Kerberos

v v

ASZUIUNIS LYITUSZUU Kerberos Jannuna

1. ﬁ&;ﬁﬁ]ﬁﬁmuﬁu Authentication Service 989 Kerberos &4

glanauaaunnsgeazlilunisiinsiateyalun1sinsedaans
2. nnaluil Ticket Granting Service aluean Ticket

3. gl¥ud Ticket lUl¥iun1sFpsveusnIsan@snniesiussuy



Client

AS_REQ

Authentication Protocol | eeee

Kerberos

- e - e = = - e = - = = e = = = e = = = = = = =

Key Distribution Center (KDC)

AS_REP

TGS_REQ

> | Authentication Server "

Y

(AS)

-l

AP REP
AP_REQ

-1

Application Server

TGS_REP

> | Ticket Granting Server

DataBase

(TGS)

N~

w

AS_REQ
AS_REP
TGS_REQ
TGS_REP
AP_REQ
AP_REP

: Authentication Server Request

: Authentication Server Response
: Ticket Granting Server Request
: Ticket Granting Server Response
: Application Request

: Application Response



Summary
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Resources

® Computer Security Division Computer Security Resource Center / National
Institute of Standard and Technology (CSRC/NIST)

® csrc.nist.gov

® Computer Emergency Response Team(CERT)
® www.cert.org

® SANS
® www.sans.org
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® 919158 syt MInA aantumalulagnszasiinaIRuTaIAnTEUl
® &3 INALITYFITY, 1IN Umduns was taadnm SudTaing
® Security Focus

® www.securityfocus.com



