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#1nuUs Cryptography augaadiaudasiaiuisafiazuuslandu 2 gafe gauszifmans
(3eisendngA Classic) uazgaagiu (Modemn)

Encryption

Classical Encryption Modern Encryption

v v v v

Transposition Substitution Symmetric Asymmetric Hash

Block,
RSA, .. MD5, ..
Stream

Classical Encryption : Transposition Ciphers
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Network Security : Cryptography

N1509A5Ya

A8n19 ;- Wasuuadliundn udwhmsSeadeyamuunn

4 N 3 ( 3 ( B ( B
S A G E F

" 7 7 . 7 . 7 . 7
O R (¢} u

Cipher Text: TSSOHAARIMGYSEEOISFU
Plain Text : THIS IS A MESSAGE FOR YOU
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Cipher Text : SAUIGXAFXHSYISOMOXTERSEX
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Plain Text : THIS IS A MESSAGE FOR YOU

Classical Encryption : Substitution Ciphers
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Plain Text = P+K : V +3 ¢ Y
Plain Text : VOYAGER M Cipher Text : YRBDJHU
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Plain Text = C - K: W -1 fnLsAug V
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MonoAlphabetic Substitution Ciphers : L JuNTUNUATLAAEAISNYIMIBEUANYALAE I
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NIt sa
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Cipher Text = V ilaiU3auiisuiu Key yn1sunussnes J uny
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Plain Text = Cipher Text B “J” daSsuiflsufunsaudild Plain Text fia “v”
Cipher Text : JHKTXNM Plain Text : VOYAGER
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Vigenere Substitution Ciphers : Vigenere Cipher tJunisid1swauuu@iainae (Secret Key)
%38 Symmetric Key Cryptography f1e1@eiugiuiieniuiu Caesar ndnn1suad Vigenere Cipher fig
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1578 Plaintext : ATTACK wazidonly Keyword : LEMON
11 Plaintext 1163848 U Keyword Tildanueraviriiugail

Plain Text : ATTACK
Key : LEMONL
Cipher Text : LXFOPV

FISNYIFIMIN - A eQNINTane Caesar Cipher Key L
Fdnusdai 2 - T wQNLINSIiaeI8 Caesar Cipher Key E
Fdnusiafl 3 - T azgniinsviasng Caesar Cipher Key M
wavSeealuidos aunitvzasulsslen

S
25

A29819LUU ADINTITUTHER “A”

Cipher Text = P + K ; P=Plain Text, K=Key

Cipher Text = 0 + 11 = 11 ; nsdluaniuiu 25 WSt A=26, B=27, ...
Cipher Text = L

n1300AIe
38019 : nszvIUNsdeundumileuiuved Caesar a3 Keyword

Ciphertext : LXFOPV Wlag Keyword : LEMON
11 Cipher Text 1383aiU Keyword liilaninugniuiniunsil

Ciphertext : LXFOPV
Key : LEMONL
Plaintext : ATTACK
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Plain Text =K - C ; K=Key, C=Cipher Text
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AoIN15L 99 a1 NETWORK Tagld Key Ao IPSEC 294@n935n15 Encrypt tag Decrypt
1ne38n13 Vigenere Square

Plain Text: NETWORK
Key: IPSECIP
Cipher Text: VTLBQZZ
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Toyalda JaymiliSeniud Known plaintext attack (131 plaintext unefiatanumasu
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A1 0 waz 1 nayuandanuend 1 9n duavidululddewnunyuatiu 3so19didndu 0 se 1 neyuwand
Awed 2 Ja daaviilululadadu o, 1, 2 waz 3 audiu naywandauend 3 O duaidulule
. ! = v & A a a d o v a X
wagsyndng 0 89 7 Anludlaiuaiiugivesnauanng 1 n Anduldldvesnguaaziiuduluass
Wi viseduungualdululdeziiuduidu 2 wihdilues
& & I a P~ d' Y} a
avduaziulaingyuaddinugIun len1aniguninaeainsnnIamINwINATIIUNINEIAYN
gNABIvBINAYLIFLTIEINUINTUA LAY TunsunInaesiinaesgniunyuilagldnyuaniiningiay
7199 iy Lﬁawﬁ’ﬂ‘ﬁ%wmmLLaﬁaﬂéfaaLLazawuwsai%aaﬂsﬁasﬁ’aualﬁ N1saedRnaenilisseniuil Key
search mamiﬂumﬂmwumm mqwg”l,mﬂanlnﬂmiammmaammu‘[mmaam fosnaeaiunaylady
mmumwuwaﬂﬂmmemmaumvwmmu,waﬂmm

ArmemMvesnauafiivuavzanuegfuarnilunisfuninguaesiynsnias sresiaan
fiFeanslrideyaiinuuaends fegratu Mdunsnanunsaassinassgniunguaidudiuiu 10 naua
aelunilduniiud nauaiiianuen 40 s azansadesiudeyalild 3,484 T drffyngnamnsnass
dudnou 1 Sungualunileind (maluladdagtuannsavils) nauadisinimen 40 dnavanunse
Hostudoyalildifies 13 Tuwiniu @orrliifismedmivlundnumsny) Mmeomeluladlutagsumn
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AN NUAIMSUNISLUSAALUUFANNING

danesiiudmiunisdisiawuvanuasiulagiuiiludvunin duasiasiaueiiosdiuiu
wilsdnludanesiiumdunidnduiluisnisveamadnsiadeya

danasyy DES

DES 811910 Data Encryption Standard §ane3fiuilléiunissusedlaesguaanisensnilud
a.a. 1977 Widuinasprunadhstadeyadmiunihenuvesigimun 1l 1981 Saneifudsldsuns
AualiiduninsgiunisidisiadeyaluseAuuiungifAniuuinsgiu ANSI (American National
Standards) 8nfag

DES Wudanesfiuwuuudondsldngyuanivuinainueid 56 Savaziludanesfiuiidaiy
LTINT wAllosRIgruInANEITINaRaITdvuaiies 56 On Fddudagiuielannduiuly dungn
913liiEn1sRedinaegniiveAumINgywangnasdmiunIsnensials

Tud 1998 latin1sasraunIesneuiiinesieuluaddyadi 250,000 wisnyansy weldlunis
AUMNaYLATgNABIvRINTSIsatayaniley Ade DES waznuilaIenauineflannsafumnguwai
gnaaslinigluszezanlifandedy

9anasu Triple-DES

Triple-DES Wudanesiiuiiasunnuvasnsoves DES Thianuudwnswnntulaeldsanesi
DES Hudruruauasuiieriinisdisia uiazafezldngualunisdisiaiiunnsiefu dafuis
Wisuailounslinauadhsaniaugniiniu 563 = 168 9 Triple-DES logn Tdauivantunia
Asuegaunsvany sansaldeuiulusunsa Secure Shell (ssh) fe

nslddanesiin DES wawdsaludiuiuaesnssienyuaaassa (56*2=112 Jn) dedalaanll
Unensvaganaliies

9anasfy Blowfish

Blowfish (Hudanesfiuifiaunaiilunsiinu fuundnnseviade uagldnsidhsiauuy
uien fifunfie Bruce Schneier Saneifuanunsoldnauadiivuinnuendudlinninluauiaun
448 90 FuiliAneudangugdunindenlingua snfedaneifiugdlituniseanuuuuilivhay
pguMIzANiUNUIEUTENIANaTEIA 32 38 64 TUn Blowfish lniUawmedansisasuazlilaiinisan
dvistnslan uenanduddddlulsunsy SSH wazduy
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9anasfy IDEA

IDEA €9311210 International Data Encryption Algorithm Fanosiuillasunisiaunludszma
aawosuausiiilos Zarich Tne James L. Massey waz Xuejia Lai wazldsunisanuimewnslud o.a,
1990 Faneifiuldnauaiislvun 128 90 uagldsunsldnuiulusunsusensadmiunadnsfauazas
aneilotedidnnsefindluszuudwdiifiidedn PGP sawn IDEA lH5unisandnsUnsmeiiugensuislag
W3 Ascom-Tech AG Tuusznreiaweduaus dovildnmailuldluausiie Buanas siliiiesanin
HaymiZesdednitues

2anasfy RC4

'Y} ax A& Y} a s = ° Y P &\ = Yo 'Y =
danesutiludanetfiuuuuansy vihoududeyaiiazlud) elasunisiauiduunlag Ronald
Riverst wazgniAuiuanudun1anisflaguisen RSA Data Security luniandedanesfiuillasunis
Wawelu Usenet 1ol a.a. 1994 waziduinsuiuindudanasiuniamuudawnsalasauisaldvuin
aa & ' a o = a
ANNENIVDINEMAINTVUIRRAINA 1 Tnluaunsenisdsuuin 2048 U

gana3Ny Rijndael (W3adana3Niu AES)

Sanasviuillgsunswamnlag Joan Daemen uaw Vincent Rijmen ludl 2000 sane37iulésuns
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