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<ntml>
Echeacb
<title>Ex01</title>
F</head>

—l<body>
—|<form action="Ex02.php" method="get">
UserName: <input type="text" name="psername" />

Password: <input type="password" name="password"
1 <input tvpe="submit" />
11 </ form>
12
13 F</body>
14 L¢/html>
Ex02.php
1 < ?php
2
3 echo "Hams : " .Q_GET:“WH: LmeRre
4 echo "Age @ " .S_GET:";ass'.-.':::i": C"<hryT;
5
& >

3. 1Un Browser wisulwd Ex01.php wasleuterlduaysianu degradanmn
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C' | [ localhost/Ex01.php

UserName: admin Password: [+++= a
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<html>
E(head}
<title>Ex03</title>
F</head>

—|<body>

g<forrr. action="Ex04.php" method="post">

UserName: <input type="text" name="psernames" />
Password: <input type="password" name="password" />
<input type="submit" />

</ form>

F</body>
L</html>
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Ex04.php
1 < ?php
r
e echo "Name : ".% POST["ugername”]."<hr>":
4 echo "Password :_“.S_PDST["passw::d“].”<Q;>”;
5
6 7>
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6. AnAalusnsu OWASP Mantra Security Toolkit (http://www.getmantra.com/owasp-mantra.htmtl) \Uelusunsuuaznaiilonau
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L1 Live HTTP headers - 0

Headers Generator Config About

HTTP Headers
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USEI-AGENT & oottt

Referer : e s

Content-Length : ...cccvvvineeenee et
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1. Beulusunsumuiegisaytudinlifisumus C:\Program Files (x86MAmpps\www

Function.ph
1 < ?php
2 —|function encrypt decrypt($action, $=ztring) {
3 Soutput = false;
5 Sencrypt_method
6 Ssecret_key = 0
7 Ssecret_iv S
] // hash
10 Skey = hash('sha25&', Ssecret_key] ;
12 // iv - encrypt method AES-256-CBC expects 16 bytes - else you will get a warning
13 $iv = substr (hash('shaZ56', Ssecret_ivj . 0, 16);
15 [H if( faction == 'encrypt' )} {
16 Soutput = openssl encrypt ($string, Sencrypt method, $key, 0, $iv):
17 Soutput = base&4_encode (Soutput);
19 [ else if( %faction == ‘'decrvpt' ){
20 Soutput = openssl _decrypt (baseé4 decode ($string), Sencrypt _method, $key, 0, $iv):
21 - ]
22 return Soutput;
2] =
24 L2
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Ex05.php

1 <html>

2 Echeacb

3 <title»BEx05«/title>

4 F</head>

& S <body>

& gc?php

7 include ("Function.php™):

8 Susername = encrypt decrypt("encryvpt”, "admin"):

g Spassword = encrypt decrypt|("er wordl234™);
11 22
12 <a href="Ex06.php?username=<?php echo $username; ?r&password=<?php echo $password; ?>">Login</ax
14 F</body>
15 L</html>

Ex06.php

1 [H«?php

2

3 include ("Function.phn™):

5 echo "UserName : ".$ GET["ugsrnamse"]."<hr>":

& eche "Password : ".% GET["password"]."<hr>";

T echo ".encrypt_decrypt ("decrypt"”,$ GET["wssrnams”]) ."<hr>":
8 echo ".encrypt_decrypt ("decrypt ,E_GET[”;assx::'“]J;

9

10 A
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