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Encryption and Decryption
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Encryption and Decryption
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® Plain Text ARYRANUFAIPUYSDYBAUNE LU lALNSHa

® Cipher Text ABYBAUFAIFUNLUITHALA Teldanuisaounseinauanlala



Purpose
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Encryption Model
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Classical Encryption : Transposition

o uuuldly Key : lifinnsaduasuvesman

® 729814 Plain Text : THIS IS A MESSAGE FOR YOU uazld 5 nan
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Transposition : wWagumanlmduwa
Cipher Text: TSSOHAARIMGYSEEOISFU



Classical Encryption : Transposition

® Transposition (Decryption)
Cipher Text: TSSOHAARIMGYSEEOISFU
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Plain Text : THIS IS A MESSAGE FOR YOU



Classical Encryption : Transposition
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® 729819 Plain Text : THIS IS A MESSAGE FOR YOU
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Pad Character Ex. XX

Cipher Text: : SAUIGXAFXHSYISOMOXTERSEX



Classical Encryption : Transposition

® Transposition (Decryption)

Cipher Text: SAUIGXAFXHSYISOMOXTERSEX
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Plain Text : THIS IS A MESSAGE FOR YOU



Classical Encryption : Substitution

® Caesar (Encryption)
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Plain Text : VOYAGER Cipher Text : YRBDJHU



Classical Encryption : Substitution

® Caesar (Decryption)
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Classical Encryption : Substitution

® Caesar (Encryption) with a key of “123”

+1 +2 +3 +1 +2 +3 +1

Plain Text : VOYAGER » Cipher Text : WQBBIHS



Classical Encryption : Substitution

® Caesar with key (Decryption)
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Cipher Text : WQBBIHS » Plain Text : VOYAGER



Classical Encryption : Substitution

® MonoAlphabetic (Encryption)
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Plain Text : VOYAGER » Cipher Text : JHKTXNM
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Classical Encryption : Substitution

® MonoAlphabetic (Decryption)

JEaa» A B C/A E F GH/ I J KL MNOPQR|S T UV

Key Text

o . e e e . e s e e e e e . e e Y e e .
TIOIEJIUN Z I A G X P/Q|Y R/H|V S MD F C J
A A A A A A A A A A A A A A A A A A A A A

Cipher Text : JHKTXNM » Plain Text : VOYAGER
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Classical Encryption : Vigenere

® Vigenere Cipher \JuUnsidswanuuTainag (Secret Key) 3o
Symmetric Key Cryptography M91@efiugiunednuiu Caesar

® iaNN15UB9 Vigenere Cipher A a1y Key MiluAmunisesnas)iu

LA TRELALET1a Caesar Cipher 3nfdnwsNusIngaglu Key



Classical Encryption : Vigenere

® Vigenere (Encryption) A29819111

15731 Plaintext : ATTACK uaziaanly

U

11 Plaintext 1t38981U Keyword Tvilaaanugniviniumsil

Plain Text : ATTACK

Key
Cipher Text : LXFOPV
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AONWIAIN 3 - T 9zQniUnsianIe Caesar Cipher Key M

Lazisuesialiisens) aunIazATUUIE YA



Classical Encryption : Vigenere
A B CAEZFGH I J K L MNOPOQRS TUVWXY Z
I e o o o o e e
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Cipher Text = P + K : P=Plain Text, K=Key

Cipher Text = 0 + 11 = 11 ; nsdluanfwiu 25 Suduf A = 26, B = 27,...

Cipher Text = L




Classical Encryption : Vigenere

® \Vigenere (Decryption) NSzUIUNITIRUNGULMNBUAUTBY Caesar
LARBNS Keyword
Y

® Ciphertext : LXFOPV uwag

U

11 Ciphertext 11389fU Keyword Tilaainugiiviniunail

Ciphertext : LXFOPV
Key
Plaintext : ATTACK

U

® fBNYIRILIA - L wgnnensiianie Caesar Cipher Key L
® fBNYIRITN 2 - X wgnaensiianiey Caesar Cipher Key E
® fdnNYIAIN 3 - F avgnaensiianis Caesar Cipher Key M
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Classical Encryption : Vigenere
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Plain Text = K- C ; K=Key, C=Cipher Text
Plain Text = 11 -11 =0 :oossaF azle 1231= 19
Plain Text = A



Vigenere Encryption & Decryption

(Vigenere Table)
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P=Plain Text
K=Key Text
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Cipher Text: VILBQZZ

Key: IPSECIP
Plain Text: NETWORK
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Modern Encryption

® NISLUNTHALUUENNINT (Symmetric Key Algorithms)
® N15LUNTRAUUUBENNINT (Asymmetric Key Algorithms)

® N151915%auUU Hash (Cryptography Hash)



Modern Encryption :
Symmetric Key Algorithms

® NSIUTHALUUANNINT (Symmetric Key Algorithms)
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} Encryption Algorithm }
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4 Decryption Algorithm 4



Modern Encryption :
Symmetric Key Algorithms

® Jeu1v9InN IS IRALUUANNINT
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Modern Encryption :
Symmetric Key Algorithms

® Symmetric Encryption
® MsnsREveyalUUNags (Stream Cipher)
Caesar, Vigenere
o nsiinsaveyawuuilungy (Block Cipher)

Transposition




Modern Encryption :
Symmetric Key Algorithms

® NSNIETRYALUUNaEAI (Stream Cipher)

(Y] 6

Vv Y] dyc{, a VY 1% < LY
o mswswanvutidunsivasudiisnusvesenuluiludydnuol
Cipher flagfaafu N15LU75AaUU Caesar, Vigenere

® NMSWISHALUUNALYINNSLUIS AU DIUBAINUNAL A




Modern Encryption :

Symmetric Key Algorithms

® UpAYBINITTIENALF (Stream Cipher)

®  aus3 (Speed of Transformation) Fosanasdnsawuutl
ftazilaefduneulunisidisiariulddessevionedesiv
Frenusdu 9

o @anuAawainsi (Low  Error Propagation) 1$19391nA2L
AanatafiAntuudisnusiladndadussninenisviinig
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Modern Encryption :
Symmetric Key Algorithms

UDLAYVINTITLUSRaNaze (Stream Cipher)

fA1ua111508111UN191TE918AUTI A UVD T8N ET (Low-
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3u Fetun1InTzaneaug fussldonavinle wazneldiinded
3uni7 Pattern  Up3isnwsTUTasylRedonTInsEiueein
1AL

Pwsian1saauwdaaily (Susceptibility to malicious insertion and
modifications) g msdhsrauuuiiulidesendeanugniasly
AssHaveIfISnYIB A satumudululgusensnilsiae
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Modern Encryption :

Symmetric Key Algorithms

e nsinsavayawuulungy (Block Cipher)

o nmsinsaveyawuuliasyiunay (Group) ey Block Toya
WNUNALVINNTITRENaZH WU NS IRALUY Transposition

® NSWISHALUUNLYDANAN8USEASTULBNINNISIINSHELUUNAY
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Modern Encryption : Symmetric

® UAUINTLUNIVALUU Block Cipher

A5nNTEANEANNETUYDIFENYS (Diffusion)  N1SYNATS
FsanuuTasyldssnusveorufienuld (Plain Text)
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Modern Encryption : Symmetric

® UDlFYVDINITIUIIELUU Block Cipher

o lauu (Slowness of Encryption) nasiunswawuuillianunsad
i lamndeyanagyiinisidisialiasu wselufiy Block ety
nounagyinssadndudesseteyalifudenau

o dianulanaiaseliiey (Error  Propagation) N15Lt1SWaLUUT

AR LALAAAINURANAIAVDIFITNWSNAUITOEIWDAIURANAIA LU
AoNYIaUY L6



Modern Encryption :

Asymmetric key algorithms

® N1SLNTHALUUDANNINT (Asymmetric key algorithms)

o nsisawuueanu1ng Wun1suadgulasldnannisves nyue
ANEITUE AN IUAY

o Tnefinguaasisuzdudame Tussuuinidsald dunauadiuiay
Aulfanzyanaiintu

o misldnguamssnsuasnguadiuslunsdisiaduduuunseda
fu Fetinquailiug 2 Sufe Tinguasuniladreia fedddnnaua e
yhn1sneASHEYL



Modern Encryption :
Asymmetric Key Algorithms

Public Key

A

> Encryption Algorithm
Plain Text

4 Decryption Algorithm

v

Private Key

%4 %

Cipher Text

neyarlug 2 dume 14 neyws sunils Wsva dedlddnnaua wevi

9 v

N9 DOASYE L1



Modern Encryption : sseo
L
Asymmetric Key Algorithms oo

® 1YY

v U

® 1Y U HPINITEY VBUARU WNU U1 N

U

a1 =

o Tun1swnsyia 11e n UAUDINEYLIAED NEYLIFTITULUALNYT
AP

® INUU U1 N LAdY NEULAAISISUEUDY W1e A W wiy @ wazlAy

9 v
Y

neywagiudn Liudaies

® ila WY v L NEYLIAITITULVRY WY N UAIRINISINTTaTYA
Y NEYMIFTITAULVDY WY N uaiNsaetayadulyi we n

e ilp wg n lASUWAIINNITNEAIHEA AY NEYRIAIUAITDI WY N 9
ladayai wie ¥ Aven1sdsld wie n



Modern Encryption :

Asymmetric Key Algorithms

® $19919 (MD)

® 01 wY N INsEETeYaMUNLIAILMYRY WY N LavEs YaLARY
LUl weg ¥ we v azanunsawilalamednveyadu dun1a1n we n

® 01 U U @NNTananTiavayadulAMENIIAIEITETDI WY N
LERIINUBYATUQNIUNTHANINIY NEYLAFIUAIVES U N

® 11y N WIhTuNd Qyuadiudl vee wie A we ¥ Jwlalainveya
131970 WE N



Modern Encryption :
Asymmetric Key Algorithms

e U1 IS UITHARUUDAUNINT

o lunsdllaudil neyaansnsaieves w1g N @usasudeyaauille

LNSIENYRIANTITULURI WIE N oy aiaunluilla

v 9

® NNSLYISWALUUDAUNINTIYNISATUIUNABULIIT UL DU LY
Houvanlunisiinsia war nansvia TayaliniuiieAun1snsia
Toya NABUTIEN W NeYuwasy lireelluy W19d wag nenswda

RN



Modern Encryption :
Asymmetric Key Algorithms

® RSA

o RSA Judanesfiulunisiiiiawuueanuing gnasisuniiled
1978 1@y Ron Rivest, Adi Shamir wag Leonard Adleman
pansanAuIngiliilasanunsaiusadanasnuilla uag RSA lagn

Y3 lgea1nsrats luau E-Commerce

o danashiudauisalylunisiinsiateyasiunianisasaieiiede

SLlAnNNsolndaae



Modern Encryption :

Asymmetric Key Algorithms

® 35N13YNIULATNITATUIUUDY RSA
(1) 90 p way q Fudusviwanzndasneiu
(2) % n = pq
(3) 19 m = (p-1)g-1)

(@) 1 @enAT e 1 1 < e < M FIWITIINUINVDI M U e Ty 1

(@31509781 e AlpanMsguAITIUIUANUINNIDNAUNAFDUIIMITIINNINYBY M AU e Tandu 1)

(5) ¥1@n d 717 ed mod m = 1



Modern Encryption :

Asymmetric Key Algorithms

6) Public key @8 (n,e)
.

3
9) ANSITHE => C = MAe mod n

Private key A9 (n,d)
I M Aetanundsligniinsia (lugduuuvesiaay) M < n

~~ ~—~ o~ o~

)
)
)
)

(10) NNFOOATHA => M = CAd mod n



Modern Encryption :

Asymmetric Key Algorithms

ASSHE => C = MAe mod n

1909059 d => M = CAd mod n

________________________________ { Public Key(119,5) ]

[ Private Key(ll?,??]']

¥ ,
- » A » 1N » >
2 Plain Text { 615 mod 119 J Cipher Text \ 41077 mod 119 ] Plain Text

Alice Bob

RSA Encrypt & Decrypt



Modern Encryption :
Asymmetric Key Algorithms

® /M19819N15LUISNALAZODATINEN2Y RSA

(1) 1den p wag g FLdudwiuaneniaiaieiy

p="7
q=17
(2) I n = pq

F9u n = 7*17 = 119
(3) ¥ m = (p-1)(g-1)

Feu m = 6%16 = 96




Modern Encryption :

Asymmetric Key Algorithms

(@) 1 @enAT e 1 1 < e < M FINWITIINNINVDY M U e Tady 1

(E@U15071A1 e TAlRuNITdNAIIIUAIULALUINNSDUAUNAGDUINMITIINLINYDY M AU e Jady 1)

88N e = 5 LagNAFaUMSIINNINUDY 96 AU 5 uaila 1
(5) 1A d 1l% ed mod m = 1
19A1 d = 77 ws1g 5*77 mod 96 19 1
(6) Public key @8 (n,e)
fatiu Public key @@ (119,5)
(7) Private key A8 (n,d)

ptjU Private key A9 (119,77)



Modern Encryption :
Asymmetric Key Algorithms

(8) 19 M Aedomnuiidsluidisia (lugUuuuvesanay) M < n
Tidoaunidsludnsia M = 19

(9) NSNTE => C = MAe mod n
17 C = 1945 mod 119 = 66

(10) N150DATHA => M = CAd mod n

1o M = 66A77 mod 119 = 19




Modern Encryption :

Asymmetric Key Algorithms

® A29814 2
® 91 p=5,q=7, C=17 M=?
1. 11A1 N=5X7=35
2. A1 m=(5-1)(7-1)=24

1 ! (% £%
3. N1A1 e = 1 <e< 24 ** e L“fﬁlummumwawimmmsamﬁ 24 83617 LaBNENLLE 2 GU‘LJVL‘U NIv

WITTILUINUDI M AU e AD 1
24 = 1*2%2%2%3
5=1*%5
12
Q&"lﬂ e = 5 msemsiiuuinvaam v e 1

4. v dlag edmod m=1 1@ d=5

A4UU M=17A5 mod 35 = 12



Modern Encryption :

Compare Symmetric & Asymmetric key

N5 SHARUUANLINT TayaIN1ssHaLazaansHalasIn5) L
naudzAaalinsnaInanunay way Jdgymiluniswanildeunyua
Alufianuvanaiy

N1snsakuUeaNiInsnIskanasunatiuliidem msenyws
a1s15usldiluanuduundanesinlunisidnsialazsnonswanuy
@taaunnyin b

N1SSAARUVANUINT D1A8IN1SAARBAUNGUVaIENaNABILTNGYLT
AUNAENED LAKUUBANUINTILITUANYLIAITEITULUALN YT
AIUANUY

FEUUNQYHIATITUEABILTIAN L UNITAIINITII AL RRATIA 1D
Weuiuszuunguaauuas wazenaldnaniuiuiiveswianildlaeg

JSUUNEYLAFNNINT



Modern Encryption : Cryptography Hash

® N1SLUNTIELUU Hash (Cryptography hash) #nefs n1sudad
sUsuuvestoyansuitrulimludeyangnees (Message
. Y v v a = A oo < =
Digest) lintoyasuaduaziivuiadnnalngvinlafiniunay
gneeglviaglusuwuunivunnmei

e satudsduanunsaviinssuiunisdeunduiielinanaiudeya
auadule agvinlaifianansaaauItayanliuiunazas
Wdlaununse Ly

® ilaridu Hash fid1dey 9 léuA MDA, MD5, SHA-1 wag SHA-2



Modern Encryption : Cryptography Hash

® AuauURNd ARy

14
U 1%

N9 Unvaslaanazduagiunninvestannumnuy

mﬁmﬁauwaﬂLLf’w’lﬁu%’ammé’Qé’ﬂmstiilaJ'UizmﬁﬁLLﬁ'jnawLL%’TlGULﬁENLﬁﬂﬁ@EJﬁ
M4 ﬁ%eiqmaiﬁ@j%u%’ammmwdw%’ammﬁmulé’%ulﬂﬁzi%’ammﬁmﬁu
lonafdenuasay 2 toanulag NANULANEIAY AzansaAIuIalam
laradipennuillan1atasunn

1%
va ¥

AuanUivelvinliwilaledn Weliuszasdaviinisunleteniny

9
YaauNanLA LUl ULAINUILEIUITORSIANULADIAURAUNRNLA

Y
LUUDU

TR HSU

1%

U
AYUBD

aglsianulunimguiia dleniaiiveninu 2 ToANuNLANA1AL a0

U

s larlaaineiu Jymiisenduainisyunuvealaias(Collision)

ganesudmsvaslaaninnisaziiloniatesuin Naznelmnanlyminig
UV ALER



Modern Encryption : Cryptography Hash

® F39E19LYY
o {4 Userl slasiarinududin abc123 infusiariuasuu Database lngmsg
gy liglafanuiidfegiudeyald noustasiuiiiu Wy douaszuu gaua
gﬁu%@?ﬂaLLagLL@ﬂLﬂ@%ﬁLﬁ]’]%LsﬁWNW(SQL Injection)
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Resources

® Computer Security Division Computer Security Resource Center / National

Institute of Standard and Technology (CSRC/NIST)
® csrc.nist.gov
® Computer Emergency Response Team(CERT)
[
® 919158 sUydy MInA an1dumAlulagnsEIUNANINRUNIITAIANTE S

® Bruce Schneier, Applied Cryptography: Protocols, Algorithms, and Source
Code in C, John Wiley & Sons Inc, December 1995

® Security Focus

® www.securityfocus.com


http://www.cert.org/

