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1) Packet Filtering
2) Stateful Inspection
3) Application Proxy

1. Packet Filtering Firewall
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router(config)#access-list 11 deny 161.246.20.0 0.0.0.255
router(config)#faccess-list 11 permit any
router(config)#interface fastethernet1

router(config-if)#ip access-group 11 in
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router(configl#access-list 110 deny tcp host 161.246.4.3 smtp
router(config)#faccess-list 110 deny tcp host 161.246.4.3 ftp
router(config)#faccess-list 110 permit tcp host any any
router(config)#interface fastethernet1

router(config-if)#ip access-group 110 in
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router(config)#faccess-list 110 permit host 161.246.5.10 gt 1024 host -161.246.4.7 eq 80
router(configl#access-list 110 deny tcp host any any
router(config)#interface fastethernetl

router(config-if)#ip access-group 110 in
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router(config)#faccess-list 110 deny icmp any any echo-request
router(configl#faccess-list 110 permit tcp host any any

router(config)#tinterface fastethernet1
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router(config-if)#ip access-group 110 in
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router(config)#access-list 11 deny 10.0.0.0 0.255.255.255
router(configi#access-list 11 deny 127.0.0.0 0.255.255.255
router(config)#access-list 11 deny 172.16.0.0 0.0.255.255
router(configl#access-list 11 deny 192.168.0.0 0.0.255.255
router(configi#access-list 11 deny 161.246.4.0 0.0.0.255
router(configi#taccess-list 11 deny 161.246.5.0 0.0.0.255
router(config)#faccess-list 11 deny 161.246.6.0 0.0.0.255
router(config)#access-list 11 deny 161.246.70.0 0.0.0.255
router(config)#faccess-list 11 permit any
router(config)#interface fastethernet1

router(config-if)#ip access-group 11 in

2) Stateful Inspection

Tuln$eaduuu Packet filtering #ilanaiuity aziulainsianunsadariienseaudinnadilyl
fesmseanty walisieadsinanidaldvasndeannne wsizuiiusauisadidnnsieuneliinieuns
I'4 | 5 aa 1 ¥ 2 1 I3 [ 3% Y v v 1 A 1 1 ¢ gj <
Wosn 80 Witundnseule ualnsreadtnsdunlilansiageuin msidenseniunese 80 twdunis
= 1 a A A I 4 Y 1 1 3_', a Id @ acy v
Wonsamuunanselil Aewinidunesa 80 uarnazUasriunua Neetatdunininalaudnlansg
s < o ¢ A o @V v & aa & A s I
wgninesoamalialudenesn 80 tiasulusunsy Backdoor Ala uenantunsiiiuininaaulnsoas
U nduuiininafifinisyin Fragmentation 11seuan sieadussinnilazliauisansiaasveslsliiae
(5umpsusmaunsafualiladeinuuwiininauuy Fragment 16)

[

I aa =~ ° < Aa a v ¢ I3 A |
wary N un TN IUNSIAURLAgN S ARUALTNNANRAUNFLEY  bSIaakuulnagluaiunse
avaageulauiy wsizmnvaneavlofiiuwaznesnr1u IWsieaduuy Packet filtering Avaulvieiule
Ui wazyininisUasununoavleficnandy  Agerinlinisdesduvesiniieadinnuaiuisoanas



Network Security : Firewall

YBNINTUA NS UNDSANTNLNEEILINAIT 1024 IS1eadninanazdaalanasavaiiulinassiian
g lnireadlisiueundndulasgldnunesaninaanlotng Fdadunnulivasndednguiu

Fadounnsoaimunil Idreaduuy Stateful Inspection anunsatiesiuld (eluaziSenitam
o) Tnglw$ead Aezdnisdangiuunsudenty wilwhHeadussinniazdauamisalunisfiomy
State munsideude Tasianwznmsideudewuy TCP ldesugluluunnountni Tnglussminens
Jouselrl$roadaginisaing State Table flazifivaniurveanisidoudelunng nsideudeienly 1wy
MsideNsoluluy TCP azdpaiusme 3 Way Handshake lii$readaismylafiazasiaaouinufininausn
Ju SYN v3eld wazusinnameundudu SYN/ACK visld wazuininadududu ACK vield wazumay
wininaladures Sequence Number gndaaniell usnainluszninamsdensiolniioadamyadidl
NNIATIVFOUNNGLAVANU UUPLAVABUSULAZUNANAILY RaDALIAN Fouaziiulainsadauiinng
L.L‘UamJaaﬂﬁmulw%aaaéamea%mﬂsﬁumﬂ

ﬁm%’um&ﬁ‘uamﬁﬂm%ﬁﬁﬂﬁ Fragmentation mﬁ?u lw%aaaéamww,a%sawmuﬂgq Datagram
u&3viins Reassemble udidamsraaeuigniomield dafunislauileeisnsutadu Fragment
goo q \ilenaenliieadiazildentu warlnireaduuuanniyalisidudosnanesanuneay 1024
Julufinelise mnedelioadannsofamuannldud fdeuazdimadonse duq Hileaousd
nsldoumesalafandanesady “lane” dmsulaaeuddunasiionsideusoruas fezdamesndull
wileudurilvsruuiirulaensefiutuun

ogdlsfimailal$oaduvuannyadu lildvinumioutulunua Ifeoadammyaunafiagdy
TUhauituseundrdiuluuidnsinnea wu lulnslanea FTP duariinnslinesn 2 wodn dewedn 21
Tudunesnmunu wagwodn 20 Wunosadoya Mdulunisvhaunuvasmyaty ausddluafusn
wseslaaieud 161.246.5.10 Anseandanesn 21 veudinines 161.246.4.3 lnvazduewosnillaatous
Wdhe Wy 1234 Fdlwdieadfasivusly State Table 71 lofi 161.246.4.3 wesn 21 Auled
161.246.5.10 wesn 1234 fimadonsiety TWheadfardanesais 2 w1l widefinisdsoyaiados
lpatousnduinseandamesn 20 dalwdreadiiliirlonsievednslanea FTP Aavudendeya vinlv
lanansadeusiold

vielunsdsioyaussandonfife wu H.323 Hu wosnmuauiunesaililunisdsdoya fay
Junuasnednduioatu FTP wazunsadedadunsldnesn UDP 8ndme deumnlnreadlifing
Fendutuneundintu violidlalnslaneatiug ud fAerldrumeundinduiug Tl wiomndosns
il Aesdesdanesntuiinerlians uenandululiiieadunaneds sxdnshamuaaiuzns
yhawes HTTP ey inssduiinsuiuiindeyalulant Sumuimves HTTP eglitien uasiinns
Teufrumaiuin fadumsiamuaauzves HTTP fagildssuunieteiinnudaondouni

Lm'LLﬁ’iﬂw%’Jaaéufuuammja%ﬁmmﬂaamﬁaLﬁuﬁumﬂué’aﬁmu W$readussianildsls
annsadestunislauiifiunsnduanfunsdousemuundld Wy Inslarea FTP du widilu$rend
wuvasmyaazinisinmsliinisidanesn 20 wag 21 egrsgnes udmniinisddeyaduy flalddeya



Network Security : Firewall

FTP wnsnarlusgwitsnisidewde TnieadUssinniiagldd fedumndoanislilnfieadiauanunsa
Tunsfnmunisvhauresduneundinduandy Tnansruinnisnseiunisfindeniugluuuves
Tnslnneatiug eggniowdold Infeadiuasfesimiulurauluduseundindulpsazdenlnsond
NOLgh Application Proxy Firewall

3) Application Proxy
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- Zone Alarm

- Tiny Personal Firewall

- Norton Personal Firewall

- Sygate Personal Firewall

- Conseal PC Firewall

- VPN-1 Secure Client
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