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Firewall : Pfsense
Client : Windows 7
WAN : NAT to LAN Card (Internet Connected)

WAN ) Internal Network Internal Network
IP : DHCP Client 192.168.1.1/24 IP:192.168.1.10/24

Pfsense Client 1

1. WalUswnsy VirtualBox wazasna Virtual Machine AvuaAl (WaAIRInIw)
- Name : Pfsense_tatinfinw
- Type:BSD

- Version : FreeBSD

pfsense_jantapong - General

@E@{F@@ al

Display  Storage  Audio Metwork Ports  Shared Folders

! Advanced = Description |

Name: |pfsense_jantapong I

Type: [ BSD 0

| Version: | FreeBSD ]

- Memory : 256 MB

- Hard Drive : Create a virtual hard drive now

- Hard Drive File Type : VDI (VirtualBox Disk Images)

- Storage on Physical Hard Drive : Dynamically Allocated

- File Location and Size : Pfsense_oindnw wagriuunvunadu 2GB Aounmaan Create

2. yhmsdiunsauaudnludn 1 §u lnefwualiduuuy Internal Network
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Mikkrotik52 - Network

General System Display Storage Audio Ports Shared Folders

| Adapter 1 ! Adapter 2 [ Adapter 3 =~ Adapter 4 |
[V Enable Network Adapter

Attached to: | Internal Network

Name: |intnet -

3. MuuAli Virtual CD/DVD mount TUmva ISO w89 pfSense wansfsnIw

pfsense_jantapong - Storage

General  System  Display | Storage | Audic  Network Ports  Shared Folders
Storage Tree Attributes
@ Controller: IDE CD/DVD Drive: | IDE Second 3 | ()
é Pfsense_VDI.vdi Live CD/DVD
: Information

4. ¥1A1g Start VM Liia@nia  Pfsense ¥mnudusnoulanineniIn

- A0 i WieYn1sARAY Pfsense asuu Hard Disk

[ Press R to enter recovery mode or 1

[ press I to launch the installer 1

< Change Video Font (default) >
¢ Change Screenmap (default) >
< Change Keymap (default) >

< Accept these Settings >

< QuickrsEasy Install >
< Install pf3ense >

< Rescue config.xml >
< Reboot >

< Exit >

Easy Install will automatically install
without asking any gquestions.

WARNING: This will erase all contents
in your first hard disk?! This action is
irreversible. Do you really want to
continue?

If you wish to have more control on
your setup, choose Custom Installation
from the Main Menu.

< Cancel >

You may now wish to install a custom Kernel configuration.

< Standard Kernel >

< Embedded kernel (no UGA console, keyboard >
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- nau Reboot T¥n1s Remove 8 1ISO 284 Pfsense @8anan Virtual CD/DVD figu

This machine is about to be shut down.
After the machine has reached its
shutdown state, you may remove the CD
from the CD-ROM drive tray and press
Enter to reboot from the HDD.

< Return to Select Task >

- WevhmsfinAuseuiosuas Reboot AUsnglefiuoninsa LanwianIn

## lelcome to pfSenze Z2.1-RELEASE-pfSensze (i386) on pfSense ===

WAN (wan) -> embd -» v4,DHCP4: 10.0.2.15-24
LAN (lan) -» eml -» vi: 192.168.1.1-24

o

Mnsdiludanisusudsansieg Tneidla Browser(Firefox, IE) uddlufl https://192.168.1.1 (P LAN Card) seuuagli

AAUAAISHAY LARIAININ

This wizard will guide you through the initial configuration of pfSense.

The wizard may be stopped at any time by clicking the logo image at the top of the screen.

On this screen you will set the general pfSense parameters.

General Information

. pfSense

Hostname:
EXAMPLE: myserver
Domain: , Incaldormain
EXAMPLE: mydamain.com
Primary DNS Server: . 8888

Secondary DNS Server: [

Override DNS: Allow DNS servers to be overridden by DHCPIPRP on WaAN

Please enter the time, date and time zone.

Time Server Information

[, 0.pfeense poal.np.org

Time server hostname:
Entter the hostriame (FQDN) of the time server,

Timezone: | AsiafBangkok v

On this screen we will configure the Wide Area Network information.

Configure WAN Interface

SelectedType:  [DHP v

On this screen we will configure the Local Area Network information.

Configure LAN Interface

[, 192.168.1.1

LAN IP Address:
Type dhep I this interface uses DHCP to obtain its IF address.

Subnet Mask: 24 v


https://192.168.1.1/
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- MuuastERud U lUInsSEUL (anlidlewiendy )

On this screen we will set the admin password, which is used to access the WebGUI and also SSH services if
you wish to enable them.

Set Admin WebGUI Password
Admin Password: I@ esssses

Admin Password ’r—
woan: 19

Click 'Reload' to reload pfSense with new changes.

6. vingsruudans https://192.168.1.1 N3 Login #3e user: admin, password: 7idel3 vin1sivuaaiielyl firewall
widumesiinliiasewgning mutureuLAAIiInIN

- "LUﬁL;JH Firewall -> Nat wagldenuau Outbound

Firewall: NAT: Outbound @
m Outbound m
Mode: O mutomatic outbound NAT rule generation © Manual Outbound NAT rule generation
{IPsec passthrough included) (ADN - Advanced Outbound NAT)
Mappings:
Interface Source gz::trce Destination [p):rsttinatinn :ﬁ;ress :‘?Jt 35::“: Description @
I
b

- 1d8n Manual Outbound NAT rule generation W&NA Save wag Apply Changes

The NAT configuration has been changed. _
[ | e apply the changes in order for them to take effect. Apply changes |

Port Forward | 1:1 Tl et |

Mode: ) Automatic outbound NAT rule generation @ Manual Outbound NAT rule generation
{IPsec passthrough included) (AON - Advanced Dutbound NAT)
Mappings:
Source o Destination  NAT NAT Static S -
Interface | Source o Destination oo address. | pont Port . Description =]
O | wian 19216510020 *+ - 500 wan - VES
address
O] | wian 192.165.1.0/20 | *+ - - wan - No
address
[ wan 1zroogis * - - wan 1024:65535 | MO
address

7. ¥n13adns VM Client (Windows 7) udadwivumnde ( http//www.kmutnbacth ) winviignéesiazaiunsadi

Huladsananale

unanendeinaluladws:osuindws:unsiniie
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8. vmasarmun Firewall Rules 1o Block g5y http//www.kmutnb.ac.th 18 Tnevihmudunsusaolui

- dlsannnglae Default azivualildnunese 80, 443 Tudmniiuledliiae desinnisivuadilng iieli
ansafmuansldnuiiunese 80, 443 lamuiiiandesnis Iaglufiay System -> Advanced uagluiiuau Admin

Access wiouruunan Disable webConfigurator anti-lockout rule WisandnnsldAn Default ne Save WaAIRININ

Anti-lockout Disable webConfigurator anti-lockout rule
“When this is unchecked, access to the webConfigurator on the LAN interface is always permitted, regardless of the
user-defined Firewall rule set, Check this box to disable this automatically added rule, so access ta the webConfigurator
is controlled by the user-defined Firewall rules {ensure you have a firewall rule in place that allows you in, or vou will
lock vourself out!y Mind: the “Sef iterfaces! IP adaress” aption i the console menu reseis this refting ar wed.

- Uy Firewall -> rules ududonuau LAN dexnviinisiiung welieiednsnigluannsadhssuudanisla
(Hlpa1nisenianng Default U sipwinisifisndrlulng lisuagliamnsadiludnnisladn) lnenadl + dudnsan

KAINITAUAAIAST N50UNA Save WARIAININ

oo IPvd * | LAN net * * * * none

Edit Firewall rule

Action Pass (™

Choose what ko do with packets that match the criteria specified below,
Hink: the difference between block and reject is that with reject, a packet (TCP R3T or ICMP port unreachable for UDP) is
returnied ko the sender, whereas with block the packet is dropped silently, In either case, the original packet is discarded.

Disabled [ pisable this rule
Set this option ta disable this rule without removing it from the list,
Interface LiM  w
Choose on which interface packets must come in o match this rule,
TCP/IP Version IPyd + | Select the Internet Protocol version this rule applies to
Protocol TCP -

Choose which IP protocol this rule should match,
Hink: in mosk cases, you should specify 7P here.

Source [ hot
Use this option to invert the sense of the match.

Type: Metwork, “

Address: 124w

- Show source port range
Destination [ not

Use this option to invert the sense of the match.

Type! Single host ar alias

Address; |pREERLSIE RN ,l'|31
Destination port range from: | any v

[{:H any e

Specify the port or port range For the destination of the packet For this rule.
Hint: waou can leave the ¥o'field empty if vou only want to filker a single part

Log Log packets that are handled by this rule

o

- yhmsifiungite Block laflsiduiu http//wwwkmutnbacth (1P : 202.44.30.45 ) Tnsrianunendsi
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Edit Firewall rule

Action Block v
Choose what ko do with packets that match the criteria specified below,
Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is
returned to the sender, whereas with block the packet is dropped silently. In either case, the original packet is discarded.

Disabled [ pisable this rule
Set this option to disable this rule without remaving it From the lisk,
Interface LEN W
Choose on which interface packets musk come in ko match this rule.
TCP/IP Yersion IPvd + | Select the Internet Protocol version this rule applies to
Protocol TCP v

Choose which IP protocol this rule should match.
Hink: in most cases, you should specify FCF here.

Source O not
Use this option to invert the sense of the match.

Type: any e

Address: I ,I'I 127

- Show source port range
Destination 1 hot

IUse this option to invert the sense of the match,

Type: Single host or alias »

Address: ,|'|31
Destination port range Fram: |HTTP v

[H HTTP 4

Specify the part ar port range for the destination of the packet for this rule.
Hink: you can leave the ¥o'field empty if you only want to filker a single port

Log Log packets that are handled by this rule

- 991NN ves Firewall 9gnsgyilaanmuuuaans uazdrgluen insideunguululivuuuan Tneviautuneui 1

o v o &
Wag 2 ANUAAY PNU

Foating | wan JIP0

D Proto Source Pork Destination Port Gateway Queue Schedule Description
oo IPvé 192.168.1.0/24 | * 192.168.1.1 | * * none [l
o EF

IPve * LAN net * * * * none llﬂwké
e
IPw4 * * 202 .44.54.45 g0 * none \ 1
TCP (HTTP) Etﬁ
IPwg * LAM net * * * * nione lﬂh&

U

Foaing | wax JP

> Proto Source Port Destination Porkt Gateway Queue Schedule Description [_QL.!'.}

() IPv4 * * 202.44.34.45 | 80 * nare al
o TCP (HTTF) §t‘3
oo IPy4 192.168.1.0/24 | * 192.168.1.1 | * * none (5[
(i ] TCR LngL‘!l']
0o IPwe * | LAN net * * * * nane Lk'ﬂh.é
(L
0o IPvd * | LANnet * * * * none lﬂhé
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Firewall : Pfsense
Authentication : Mikrotik

Client : Windows 7
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WAN

. Internal Network Internal Network Internal Network Internal Network
IP: DHCP Client 192.168.1.1/24 192.168.1.2/24 IP : 192.168.100.1/24 IP : 192.168.100.10/24
'y
: - 7 Client 1
Firewall Authentication

3.2 91NN15NAABY J9ENFAIBL19NTULesEULANAaesilluldnuasdudnuaslalane warlausslavderlsainsyuuilile
thlUlduas


http://www.kmutnb.ac.th/
http://www.google.co.th/

